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CCNA 200-301  

 1. Networking Fundamentals  

2. Networking Device 

3. Networking Media 

4. Computer Address 

• Port Address 

• MAC Address  

• Logical Address 

 

 5. OSI Model 

6. TCP / UDP 

7. IPv4 Addressing 

  a. Public IP 

  b. Private IP 

  c. Static IP  /   Dynamic IP 

 8. File Folder Sharing 

9. Remote Access 

• Same Network 

• Other Network 

10. FTP Server 

11. IPv6  (Full Dateless)  

 12. Subnetting  

• FLSM  
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• VLSM 

 13. VLAN (virtual local area network) 

 14. VLAN (Lab) 

I. Access Link 

II. Trunk Link 

III. Nativ Link 

IV. Default Link 

 

 15. Voip Phone Service 

16. Remote Access 

• SSH 

• Telnet 

 

17. DHCP 

18. DNS 

19. WLC  (wireless LAN controller)  

 20. Switching Protocols 

 21. Routing Protocols  

I. RIP 

II. OSPF 

III. EIGRP 

  

 22. NAT (network address translation) 

 23. ACL (Access Control List) 

24. IOS Installation 

25. IOS Backup  

 26. VoIP  

 27. L2 Security  
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 ☐  

 ☐ a. ARP      Inspection 

 ☐ b. Port       Security 
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